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RECEIVING APPARATUS (DIGITAL TELEVISION SET 2) 
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TRANSMITTING APPARATUS (1) 
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TRANSMITTING APPARATUS (1) 
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TRANSMITTING APPARATUS (1) 
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FIG. 17 

TRANSMITTING APPARATUS (1) 



-26 



■2b 



DEVICE 
INFORMATION 
REGISTRATION 
SECTION 



43 



BILLING 
INFORMATION 
MANAGEMENT 
SECTION 



CONTENTS 
DATA 



AUTHENTICATION 
COUNT 

LIMITATION 
SECTION 



AA 



24 



Authentication 
count section 



23 



AUTHENTICATION 

PROCESSING 

SECTION 



^2 2 



ENCRYPTION 
PROCESSING 
SECTION 



-29 



TIME TO LIVE 

SETTING 

SECTION 



-28 



REFERENCE 
TIME STORAGE 
SECTION 



^2 7 



TRANSMISSION 


TIME 




MEASUREMENT 


SECTION 


/ 




> 


1 ^21 



TRANSMISSION 
AND 

RECEPTION 
SECTION 



Yasushi AYAKI et at. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING ... 
MTS-3514US Customer #23122 



FIG. 18 



S182 




S184 



SCmax=62 
S C c o u n t = 1 



YES S185 



SCmax^SS 
SCcoun t = 5 



S186 



SCmax=l 
SCcount=62 



Q END ^ 



Yasushi AYAKI et at. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING 
MTS-3514US Customer #23122 



FIG. 19 



START ^ 



sc=o 

CLEAR REGISTERED 
INFORMATION 



,S201 



S202 




FAILURE 



I SUCCESS 



-S205 



'RECEIVING APPARATUS 
REGISTERED? 



YES 



NO 



REGISTER ID AND 

TRANSMISSION TIME 

OF RECEIVING APPARATUS 



'S206 



SC=SC+Sccunt 



•S207 



Yasushi AYAKI et al. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING ... 
MTS-3514US Customer #23122 



FIG. 20 




S209 

RECEIVING^" < \. YES 
APPARATUS REGISTERED 



S210 



EXECUTE 

AUTHENTICATION 



S211 



READ OUT REGISTERED 
INFORMATION 



S212 



ANY REGISTERED 
RECEIVING APPARATUS 
HAVING LONGER 
TRANSMISSION 
TIME? 

,0NE 



NONE 



S213 



ISSUE EX CHANGED KEY 
DISCARD INSTRUCTION TO 
CORRESPONDING REGISTERED 
RECEIVING APPARATUS 



S214 



DISCARD 
INSTRUCTION 
EXECUTED? 



NO 



S215 



4 



REFUSE 

AUTHENTICATION 
REQUEST 



YES 



Yasushi AYAKI et al. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING ... 
MTS-3514US Customer #23122 



FIG. 21 













4 IN HOME 




ROUTER ! 



Ethernet 



AV SERVER 


IEEE802. lib 


RECEIVING 
- APPARAT-US - 


A-D HOC MODE 






^8 



Yasushi AYAKI et al. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING ... 
MTS-3514US Customer #23122 



FIG. 22 



TRANSMITTING APPARATUS (l) 



26 



-2 5 



DEVICE 
INFORMATION 
REGISTRATION 
SECTION 



-44 



TRANSMISSION 
MODE 

DETERMINATION 
SECTION 



AUTHENTICATION 
COUNT 

LIMITATION 
SECTION 



CONTENTS 
DATA . 



AA 



-24 



AUTHENTICATION 
COUNT SECTION 



AUTHENTICATION 

PROCESSING 

SECTION 



22 



ENCRYPTION 
PROCESSING 
SECTION 



-29 



TIME TO LIVE 

SETTING 

SECTION 



-28 



REFERENCE 
TIME STORAGE 
SECTION 



-27 



TRANSMISSION 
TIME 

MEASUREMENT 
SECTION 



23 



-21 



TRANSMISSION 
AND 

RECEPTION 
SECTION 



Yasushi AYAKI et al. 
DATA USE MANAGEMENT SYSTEM, 
TRANSMITTING APPARATUS HAVING 
MTS-3514US Customer #23122 




